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1. Preface

1.1. Intended Audience

This document is intended for use by technical staff/developers that will be setting and testing
the Nebraska Crime Commission (NCC) - Jail Data Exchange (NCJISDEx) TEST/PROD using the
“Test Client Application”.

1.2. Introduction

This document provides a quick step-by-step setup instruction for the Client Certificate (heron
after, Certificate) and the Test-Client-App setup and test-run. It is recommended to test using
the Test-Client-App, to be familiar with the requirements and settings needed to communicate
successfully with TEST & PROD endpoints. Also covered is how to view the Webservice WSDL,
obtain the certificate thumbprint and run a test request (xml file submission).

Please make sure to install the Client Certificate on the same Machine using the same Account
as the one used for service test. Before proceeding, it is assumed you have the following:

1. The Client Certificate for the TEST endpoint “ncjisdex-test.nebraska.gov”.

2. The “Service Login Password” that is associated with the Test-Client Certificate.
3. Acopy of the “Nebraska.JailData.Exchange.TestClient” Test Application.

4. A copy of the sample xml file (data to be submitted).

#1 & #2 are mandatory for testing (and PROD later) while the #3 & #4 are used for test to make
sure the environment is setup and working. Upon successful test you can use your own tools to
extract data, format xml as per the NCC shared IEPD package and submit the request.

There are two passwords mentioned in this document, one is used to setup the certificate while
the other is to connect/login to the webservice:

T e

1 | The Client Certificate file (pfx) requires a Password to import/install it. *aic
The service endpoint credentials. Required “Service Login Password” ending
related to the “Service Login Account” within the certificate with *

The same credentials can be used for both, TEST URI and Production URI after successful TEST.
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2. Client Certificate Setup

Before we do anything, we need to install the client certificate on your local environment, the
machine that will be used to connect with the service. Following are the steps to do that:

1 RUN MMC from command prompt

Click FILE -> Add/Remove Snap-in
OR CTRL+M

Select “Certificates” from the left pane

And click ADD>

Make sure to select Computer Account

4 DO NOT USE “My user Account” or
“Service Account”

ta

e
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] New Ctrl+N
Open... Ctrl+O
Save Ctrl+S
Save As...
Add/Remove Snap-in... Ctrl+M
Options...
1 comexp.msc
2 SQLServerManager15.msc

a Consolel - [Console Root)

§ File Action View Favorites Window Help

Add or Remove Snap-ins x
You can select snap=ns for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled,

Avalable snap-ns: Selected snap-ins:
Srapn vendar P [ console Root Edit Extensions...
=" ActiveX Control Microsaft Car... R
[Eauthorization Manager Microsoft Cor. .
B Certificates Micrasoft Cor...
. Component Services  Microsaft Cor... Move Up
& Computer Managem... Microsoft Cor... m
M Devies Manager Microsaft Cor. AL )
A i Add >
7 Disk Micr
Event Viewer Microsoft Cor...
~IFolder Microsoft Cor...
=] Group Policy Object ... Micrasoft Cor...
(Bintemet Informatio...  Microsoft Cor...
8 1P security Monitor  Microsoft Cor...
P searity poicy M., Migesoftcar.., Py
Desaiption:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
oK Cancel
Certificates snap-in X

This snap-n will always manage certificates for:

(O My user account
O Service account

@ Computer account]

Jail Data Integration, Phase-2 Web Service Quick Setup Guide

Page 4 of 11



-9

iInnova.

SOLUTIONS

Click Finish

Keeping Local Computer selected

Select Computer

Select the computer you want this snap-n to manage.

This snap-in will always manage:

@ Local computer:_the computer this console is running on)

O Another computer:

Browse

[[] Allow the selected computer to be changed when launching from the command ine. This

only applies f you save the console

<pock [P ] [ cancel

Click OK

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and confiqure the selected set of snap-ns, For
extensible snap-ns, you can canfigure which extensions are enabled.

Avalable gnap-ins: Selected snap-ins:

Snap-n Vendor A | EditExtensions...
1 ActiveX Control Microsaft Cor... T R
suthorization Manager  Microsoft Cor. .. !

5 Certificates Microsoft Cor...

#: Component Services  Microsoft Cor... Mave Lip

omputer Managem... Microsoft Cor...

o Device Manager Micresoft Cor... s> | il

5 Disk Management Microsoft and. .. £

1 Event Viewer Microsoft Cor...

= Folder Microsaft Cor...

=/ Group Policy Object ... Microsoft Cor...

Bnternet Informatie...  Microsoft Car...

‘g IP Security Monitor Microsoft Car...

& 1P Security Policy M. Miosoft Cor... Advanced...

Description:

The Certificates snap-n allows you to browse the contents of the certificate stares for yourself, a service, o a computer,

o] o

On the left pane
Expand Personal->Certificates
On the Right pane:
- Right Click and select
All Tasks

Import

B File Action View Favorites Window Help

e 2@ 06z HE

1 Console Root
~ G Certificates (Local Computer)
~ (] Personal
1 Certificates <~
] Trusted Root Certification Authorities
| Enterprise Trust
1 Intermediate Certification Authorities
7 Trusted Publishers
» [ Untrusted Certificates
=] Third-Party Root Certification Authorities
» (7] Trusted People
=1 Client Authentication Issuers
| Preview Build Roots
» (] TestRoots
| AAD Token Issuer
| Other People
= Dell Trust
CINA Pastificatinn Biibhnitiie

Issued To Issued By

28

2R

25

2R

2R

25

=0

2

‘QJ

Right Clicks
\I All Tasks. > Request New Certificate...

Refresh gt
Export List... Advanced Operations
View >

Local Machine is selected by default,
Click NEXT

£+ Certificate Import Wizarc

X

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.
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Click Browse and locate and select the
PFX file

“—

£+ Certificate Import Wizarc

File to Import
Specify the file you want to import.

File name:
|| Browse... |

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Next Cancel

10

Make sure to select .pfx from the file
type combo box.

* « Docs » _Cents v O

o @

Date modified

Organize v New folder .
_NEDataintegration A Name

22 12:32

Phase2 o772

Certs v < >
v | [x509 Cerificate (cerrct) v

File pame: [

X.509 Certificate (*.cer”.crt)

Certificate Trust List (".stl)

11

The pfx certificate file is selected, click
[Next]

&* Certificate Import Wizarc

File to Import
Spedify the file you want to import.

name:

D:\_NEDatalntegration\_Phase2\Docs\_Certs\Jal omexm.p} [Cecomee ]

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS 212 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS 27 Certificates (.P78)
Microsoft Serialzed Certificate Store (.SST)

Next Cancel

12

Enter the certificate installation
[Password]

keeping default options Click [Next]

£* Certificate Import Wizard
Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

1 sesssseee

[ splay Password

Import options:
Enable strong private key protection. You wil be prompted every time the
private key is used by an appication if you enable this option
[[JMack this key as exportable. This will allow you to back up or transport your |
keysatalatertme. ——

[C)Protect private key using virtualized-based security(Non-exportable)

Mindude al extended properties.

Cancel
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Keep Place certificate in Personal store.

Click [Next]

13

& k¥ Cetificate Import Wizarc

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

O Aytomatically select the certificate store based on the type of certificate
@Piace ail certficates in the following storel

Certificate store:

[Personal | [ eromse...

Click [Finish]
14
“The import was successful” click [OK]

£ Cefeate mpont Ware

Completing the Certificate Import Wizard

e Import Wizard >

The cartcate wil be mported after you dik Prsh.

0:\MEDstaintegyaton) PhaseXDocs| Certs ol On

The import was successful,

= [

15 | Now that we have the certificate installed, we need to grant permission to user account

17 | Add “Users” account and click OK

g/ 10CaIN0OST 10cainost B/ £Lj Lueo DEIVEr Ay,
44 Jail Datakx - 3/29/2024

Open
All Tasks > Open

Right Click on the certificate and Cut Request Certficate with New Key...

16 Copy Renew Certificate with New Key...

Select All Tasks -> Manage Private Keys Delete Manage Private Keys..
Properties Advanced Operations >
Help Export...
Permissions for Jail DataExchange private keys X

Security

Group or user names
SR SYSTEM

82 Administrators (REACHIRADT 1646 Administrators)
Users (RBACHIHAD 11645 )

a':‘ LogonSessionld_0_3071028 (NT AUTHORITY)
| Add | | Remove |
Pemissions for Users Alow Deny
Full cortral ]
Read =] (]
Special pemissions
For special permissions or advanced settings, [ ;«;\ranced |

click Advanced. —

| I
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3. Test Webservice & View WSDL

Test the webservice to validate the certificate and the setup is accurate:

1

Go to:
https://ncjisdex-
test.nebraska.gov/lexsPublishService.svc

You'll be prompted to select a certificate
to use. Select the installed certificate.

IF you get this image instead of the
WSDL Then check the complete URL as
show above.

You should get this WSDL page if all the
setup is accurate.

Jail Data Integration, Phase-2
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iska.gov/lexsPublishService.svc

Select a certificate

Select a certificate to authenticate yourself to ncjisdex-testnebraska.govi443

Subject Issuer Serial
dc5chec2-99b3-405c-a0i8-e060fz... MS-Organization-A.. B92AG10F2154C29..,
Jail DataExchange NClS 1BDOD0ASTEDBE10...
ACS\HB2312 ACSYH82312 18CIA125698EF0ED..,

Certificate information

“ i

@ 403 - Forbidden:

LS C @ ngisdex-test.nebraska.gov

Server Error

403 - Forbidden: Access is denied.

You do not have permission to view this directory or page using tf

@ LEXSPublishService Service b +

« > C 8@ ngjisdex-test.nebraska.gov/lexsPublishService.sve

LEXSPublishService Service

You have created a service.

To test this service, you will need to create a client and use it to call the service. You can do this using the sveutil.exe

swcuril.exe httos://neciisdex-test.nebraska.qov/IEXSPublishSexrvice.svciwadl

You can also access the service description as a single file:

Https://nejiasdex-test.nebrasks.gov/IEXSPublishService. swc2?singielsdl

This will generate a configuration file and a code file that contains the client class. Add the two files to your dient aps
example:

c#
class Test
static void Main{)

i

1ient = new LEXSPublishServiceClient();

LEXSPublishServ

ways clese the ¢
client.Close():

Visual Basic

Clasgs Test
Shared Sub Main{()

I nt- &

' Oge’the "c

! Blways close the client.
client.Close{)
End Sub
End Class
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4. Obtain the Client Certificate Thumbprint

We need the Client Certificate Thumbprint to be submitted in the SOAP Message Header
section to for authentication at the service endpoint. To get the thumbprint:

= P
Double Click the certificate in et as g
MMC
1 T —
That will open the certificate i
properties window S R L
a  Certificate X
General Detals Certification Path
. . show: | <Al> v
Click the Details tab
Field Value A
All the way at the bottom, locate B EOAARRANA G 8
H 1 (@) | Authority Key Identifier KeyID=1200b811326bd43594...
the certificate thumbprint. e e g v,
g@jAuthonty Information Access  [1]Authority Info Access: Acc...
2 | From the bottom pane, copy the ln_Key Usage Digtal Sgnature, Non-Repuda..
. {2 Thumbprint df6aBe Sase6b6de630e23¢507. . =
thumbprint.
df 6a8eSadetbbdet30023c507d93e928afa3a77e2
Click OK to close EatPropertes... | | Gopy toFle.n
o]

fiong: ¢1.

<add key="RequestFilePath" value="BookingSample v2 Insert.xml"/>

The Thumbprint is to be used on
the Test Client App .config file as
shown on right (detail in the next <add key="CertificateThumbprint" value="df6aBeSade6b6de630e23c507d93e928afalaTe2"/
section).

<add key="ServiceLoginPassword" value="KERRRRED*"/
<add key="ClientSettingsProvider.ServiceUri" valu
</appSettings>
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5. Setup & Test Client Application

Now you are ready to submit a sample XML file using the “Test Client App”. Please proceed with
this step to make sure the environment is setup correctly and there are no credential issues:

<« dat(.. » _TestClientApp v O 2 Search _TestClientipp
Go to the “TestClientApp” folder = % T .
. . , Narme ate modifie Fype
where you UI‘IZIPPEd it to. Let’s 1/ BookingSample_v2_nsertml XML File
assume “TestClientApp”. "} Nebraska JzilData. Exchange TestClient.application Application Manifest
1 B Nebraska.JailData.Exchange TestClient.exe

’_ Nebraska JailData.Exchange TestClient.exe.config
Mebraska JailData.Exchange TestClient.exe.manifest
Nebraska JailData.Exchange. TestClient.pdb
NewFoundiand

Program Debug Databas

First, edit the .config file as follows

XMLSpy

<add key="RequestFilePath" value="BookingSample v2 Insert.xml"/>

In the config file there are elements
marked with - literal
(showing in green in the image on <add key="CertificateThumbprint" value="df6aBeSade6b6de630e23c507d93e928afa3aTe2" />
right”. There are 4 values to
check/edit/confirm they are:

<add key="ServiceLoginPassword" value="

1. XML file name tO be submitted add key="ClientSettingsProvider.ServiceUri
</appSettings>

2 2. Certificate Thumbprint (from
the above section)

3. “Service Login Password”
related to the “Service Login
Account” within the certificate.

4. Service Ednpoint

replace the values as needed.

iregs="https://ncjisdex-test.nebraska.gov/lexsPublishService.svc"
"basicHttpBinding"
iguration="BasicHttpBinding ILEXSPublishService"
r ="PublishService.ILEXSPublishService"
ame="BasicHttpBinding ILEXSPublishService"/>

</client>
{system.serviceModel>

\[OJ)=H Testing on TEST endpoint https://ncjisdex-test.nebraska.gov/lexsPublishService.svc is required
3 | prior to submission to PROD endpoint. After successful submission, data validation, and parallel test
is coordinated. A confirmation is needed so the Agency’s Account is validated for PROD submission.
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RUN the ...TestClient.exe

you should get a message saying this
app is intended for testind ONLY and
not to be used for PROD with a

prompt to [Press ENTER to continue]

After Pressing ENTER the app should
communicate with the TEST service,
authenticate account, and submit
the request message (xml file in the
referenced in the .config).

After processing a Response shall be
returned showing the result of the
request. A summary at the end of
the message will indicate:

Total Booking received

SUCCESS Booking(s) processed
and Rejected Booking(s)

Here is a sample of the SOAP
Header showing where the
Service Login Password is located
in the SOAP Message Header.

End of document.

Web Service Quick Setup Guide
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EX Windows PowerShell

‘\Nebraska.lailData.Exchange.TestClient.exe

THIS IS A SAMPLE TEST ONLY APPLICATION INTENDED FOR TESTING THE NCJIS SER
SED FOR PRODUCTION.
Press ENTER to continue....

~EX L, LOCUMEN LRI OCESSANE
DocumentIdentification>
<nc:IdentificationID>766e9ca3-d83d-4ea3-996d-2c6bc87f@62b¢/nc: IdentificationID>
¢</nc:DocumentIdentification>
<ne-bp-ext:DocumentProcessingResul tCode>SUCCESS</ne-bp-ext :DocumentProcessingResultld
<ne-bp-ext:DocumentProcessingFinding>
<ne-bp-ext:FindingMessageText>NIEM Schema Validation SUCCEEDED.</ne-bp-ext:Finding
<ne-bp-ext:FindingResultCode>SUCCESS</ne-bp-ext:FindingResultCode>
<nc:SourceText>LexsPdXsdvalidator</nc:SourceText>
</ne-bp-ext:DocumentProcessingFinding>
¢</ne-bp-ext:DocumentProcessingResult>
<ne-bp-ext:DocumentProcessingResult>
<ne-bp-ext:DocumentProcessingResultCode>SUCCESS< /ne-bp-ext:DocumentProcessingResult(d

<ne-bp-ext:DocumentProcessingFinding>
<ne-bp-ext:FindingMessageText>TOTAL BOOKINGS: 1. SUCCESS: 1. REJECTED: @. ¢/ne-by
<ne-bp-ext:FindingResultCode>SUCCESS</ne-bp-ext:FindingResultCode>

<nc:SourceIDText>DataIntegrationService SourceIDText>
<nc:SourceText>DataIntegrationService</nc:SourceText>
</ne-bp-ext:DocumentProcessingFinding>
¢</ne-bp-ext:DocumentProcessingResults
</ne-bp:BatchProcessingResponse>
</s:Body>

</s:Envelope>

-- SUBMISSION END TIME: 9/28/2022 6:44:18 PM

-- ELAPSED TIME: -0@:00:03.2638206

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>

<AuthPassword
http://nebraska.gov/JailDataExchange/lexs/LEXSPublishService/1.0/ILEXSP

"https://www.ncjis.com">

ublishService/DoPublishRequest
£ A A ”
[Service Login Password]
</AuthPassword>

</soap:Header>

<soap:Body>

... message stream ...

</soap:Body>
</soap:Envelope>
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